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Mogaenb yrpo3 6€30macHOCTH EPCOHATBHBIX TaHHBIX (Haee — Mojenb) npu ux oopadboTke
B MH()OPMALIMOHHOM cUCTEeMe MepCOHANBHBIX JaHHbIX (nanee — UCITH):

1)

2)

3)

BKJTIOYACT:
- ONHMCaHUE YIpo3.

- OICHKY BEPOSTHOCTH BO3ZHUKHOBEHUS YIPO3.
- OIICHKY peaiM3yeMOCTH YTPO3.

OLIEHKY OITAaCHOCTH YIPO3.

- Omnpe/eNieHHe aKTyaTbHOCTH YTPO3.

B 3akiiroueHnM JaHbl peKOMEHIallUK 110 MEpaM 3alIUThl 1JI YMEHbBIIEHUS OMMACHOCTU aKTY-
aJIbHBIX yTPo3.

1.0Onucanmne ¥YIpo3 1 OI€HKAa BEPOATHOCTH UX BOSHUKHOBCHUSA

Knaccupukauusa Hapymmresei

Ilo npusnaky npunaiexxnoctu k MCIIJIH Bce HapymmTenu qenarcs Ha ABE TPYIIIBL:
- BHEIIHWE HapYyIIHUTEIu — GU3NYECKUe JHIa, He UMEIolue IpaBa NpeObIBaHNUS Ha TEPPUTOPUN
KOHTPOJMPYEMOM 30HBI, B Ipejienax KoTopoil pa3meniaercs obopynoBanue UCII/IH;
- BHYTPEHHHE HapyIIUTeIN — GU3NUECKUE JINLA, UMEIOLIHE MTPaBo MpeObIBaHUS HA TEPPUTOPUU
KOHTPOJIMPYEMOI 30HBI, B Ipefiesiax KoTopol pa3Meinaercst ooopynosanue MCII/H.

Buemnuii Hapymure/b

B kauecTBe BHEIIHEro HapymMTenass MHPOPMAIMOHHOM 0€30macHOCTH, paccMaTpUBaeTCs
HapyILIUTEIb, KOTOPBIM HE MMEET HENOCPEACTBEHHOIO JOCTYIAa K TEXHUYECKUM CpPEACTBaM U pe-
CypcaM CHCTEMBI, HaXOAIUMCS B NIPEEIax KOHTPOJIUPYEMOU 30HBI.

[Tpenmosnaraercs, 4TO BHEIIHUI HApyLINUTENb HE MOXKET BO3/EHCTBOBATh Ha 3aIIMILAEMYIO
MH(pOpPMaLIMIO TI0O TEXHUYECKUM KaHajlaM yTEeUYKH, Tak Kak o0beM MHpopManuu, XpaHuMoi u odpa-
6areiBaemoil B CII/IH, sBNsieTcs HEJOCTATOUYHBIM JUIsl BO3MOXHON MOTHBAIIMM BHELIHETO Hapy-
HIMTENS K OCYLIECTBICHUIO IeHCTBUM, HAPABICHHBIX YTEUKY MH(POPMAIMH 110 TEXHUYECKUM KaHa-
J1aM YTEYKH.

IIpeanonaraercs, YTO BHEIUHUN HapYIIMTEIb MOKET BO3/IEHCTBOBATh HA 3alIUIAEMYIO WH-
(dopmanrio TOJIBKO BO BpeMs €€ Iepeiayr M0 KaHajdaM CBS3H.

BuyTpeHHuil HApyIIMTEJIb

B03MOXXHOCTH BHYTPEHHETO HApYIIUTENS CYIIECTBEHHBIM 00pa3oM 3aBHUCAT OT JCHCTBYIO-
HIMX B IpeJielax KOHTPOIUPYEMOM 30HbI OTPaHUUUTENbHBIX (PAKTOPOB, U3 KOTOPHIX OCHOBHBIM SIB-
JsieTcsl peann3anus KOMIUIEKCAa OpraHU3aMOHHO-TEXHUYECKUX MEp, B TOM YHCIIe TI0 ToA00py, pac-
CTaHOBKE M 00€CIEYeHHIO BBICOKOI MpOoQecCHOHANIBHON OArOTOBKU KaJpOB, T0NYCKY (PU3HUECKUX
JIML] BHYTPb KOHTPOJIUPYEMOM 30HBI M KOHTPOJIIO 3a TOPSIIKOM MPpOBEACHUS padoT, HallpaBICHHbBIX
Ha MPEJOTBPAICHNE U NIPECEUCHNE HECAHKIIMOHUPOBAHHOIO JOCTYIIA.

Cucrema pasrpannuenus jgocryna UCIIIH obecrieunBaeT pa3rpaHudeHue MpaB MOJIb30Ba-
Tenel Ha JocTyn K MH(GOPMalMOHHBIM, IPOTPAMMHBIM, annapaTtHbIM U 1pyrum pecypcam MCIIAn
B COOTBETCTBUU C MPUHATON MOJIMTUKON MH(OpMaoHHON Oe3omacHocTu (mpaBuiaMu). K BHYT-
PEHHUM HapyIIUTEISAM MOTYT OTHOCHTBCS:

- agmuHucrparops! MUCIIIH (kareropus I);
- aIMHUHHMCTPATOPBI KOHKPETHBIX MojicucteM uiu 6a3 ganueix UCIIH (kareropus II);
- nonb3oBatenu UCTIH (xateropus I11);



- TOJIb30BATEIH, SBISIONINECS BHEIIHUMU IO OTHOILIEHUIO K KOHKPETHOM aBTOMAaTH3HPOBAaHHON
cucreMe (kareropus 1V);

- JMIa, 00J1aIalIIue BO3MOKHOCTBIO IOCTYIIA K CHCTEME Mepeiayu TaHHbBIX (KaTteropus V);

- COTPYAHHUKHU YUPEKIEHUS, UMEIOIINE CAHKIIMOHUPOBAHHBIN JOCTYI B CIY>KEOHBIX IIENIAX B
MOMEIICHUS], B KOTOpBIX pa3meriatorcs 3reMmentsl CII/IH, HO He uMmerolue npaBa A0CTyna K HUM
(xateropus VI);

- 00CIyXHMBAMOIIUI epcoHan yupexaenus (kareropus VII);

- YIOJIHOMOYEHHBIN mepconan pazpadborunkoB MCIIIH, KOTOpHIN HA TOTOBOPHOI OCHOBE MMeE-
eT MpaBO Ha TeXxHHUYecKoe obOciyxuBaHue U moaudukanuo komnonentoB MCIIu (kateropus
VIII).

Ha nun xareropuit | u Il Bo3noxeHsl 3amauu Mo aAMHUHHCTPUPOBAHUIO IMPOTPAMMHO-
anmapaTHeiX cpeactB U 0a3 gaHubix WCII[H ans unterpanuu u obOecrieyeHus: B3aUMOCHCTBUS
pa3nuMyHBIX nojacucreM, Bxoaaumx B cocraB UCII/{H. AqMuHuCTpaTOphl NOTEHIIMAIBHO MOTYT pe-
QJIM30BBIBAThH YIpo3bl HHPOPMAIIMOHHOW Oe3onacHocTH (fanee — MB), ucrnoib3ys BO3MOXKHOCTH IO
HEIMOCPEICTBEHHOMY JIOCTYITY K 3aluiiaeMoil napopmanuu, oopadaTeiBacMoit 1 xpanumoit B C-
IT/11, a Takxke K TeXHU4YecKUM M nporpammubiM cpeactBam MCII/IH, BkiItoyas cpencTsa 3aiuThl,
UCIIOJIb3YEMBbIE B KOHKPETHBIX AC, B COOTBETCTBUH C YCTaHOBJIEHHBIMH JUIsl HUX aJIMUHUCTPATUB-
HBIMU [TOJIHOMOYHSIMHU.

OTH JIMLa XOPOIIO 3HAKOMBI C OCHOBHBIMH aJITOPUTMaMH, IPOTOKOJIAMHM, PEATTU3YEMBIMU U
UCIOJb3YEMBbIMU B KOHKpeTHbIX nojacucremax v MCII[IH B menom, a Takke ¢ IPUMEHSIEMbIMHU
MPUHIIMIIAMU U KOHIIETIIHUAMH 0€30MacHOCTH.

[Ipenmnonaraercs, 4To OHU MOIJIM Obl UCIOJIB30BaTh CTAHJIAPTHOE 00OpYI0BaHUE JUOO s
UJCHTUGUKAIMK YA3BUMOCTeH, b0 mig peanuzauuu yrpo3 Ub. JlanHoe 0060pyaoBaHHE MOXKET
OBITh KaK YacCThIO IITATHBIX CPEACTB, TAK U MOXKET OTHOCUTBHCSA K JIETKO MOJydyaeMoMy (Hampumep,
porpaMMHOe 0OecriedeHue, MOIyYeHHOE U3 O0IIEeJOCTYITHBIX BHEIIHUX UCTOYHUKOB).

Kpowme toro, mpeamnonaraercs, 4To 3T JHIa MOIIA Obl pacnojiarath CoelHaJIn3upOBaHHBIM
000pyOBaHUEM.

K nunam xareropuii | u Il BBuay ux uckimountenbHoit ponu B UCITIH 1omkeH NpuMeHsThb-
Csl KOMIUIEKC OCOOBIX OpPraHM3alMOHHO-PEKMMHBIX MEp MO UX MOA00pY, MPHUHATHIO HAa paboTy,
HA3HAYEHUIO Ha JOJKHOCTh M KOHTPOJIIO BBIOJHEHUS (PYHKIIMOHATIBHBIX 00513aHHOCTEN.

[Tpeanonaraercs, yto B yucao aui kareropuid | u Il OynyT BKItoYaTbes TOIBKO JTOBEPEH-
HBIE JIMIIa ¥ IO3TOMY yKa3aHHbIE JIMIa UCKIIIOYAIOTCS U3 YKCIIa BEPOSTHBIX HAapyIIUTENIEH.

[Tpennonaraercs, yto nuua kateropuii 1H1-VIII oTHOCATCS K BEpOATHBIM HAPYIIUTEIISIM.

[Ipenmonaraercs, 4yTO BO3MOKHOCTh CrOBOpa BHYTPEHHHX HapyIIUTEIEH MaloBeposTHA
BBUY IPUHATHIX OPraHU3aI[MOHHBIX U KOHTPOIUPYIOLIUX MEP.

IIpennoJsoxkenns 00 nMeromeicst y HapymmuTeas nHGpopmanun 00 od0beKkTax
peajin3aliu yrpo3

B kauecTBe OCHOBHBIX ypoBHeW 3HaHUN HapymuTeneil 06 AC MOXXHO BBIIEIHUTDH CIEIyIO-
1114 (H
- obwasn ungopmayus — nadopmaiuu o HazHadeHus1 U o0mux xapakrepucrtukax MCIIx;
- OKCNIYamayuouHas ungopmayus — AHGOpPMalKs, MOITydeHHas: U3 SKCIUTyaTallMOHHON JI0KY-
MEHTAITUH;
- yygcmeumenvHas ungopmayus — UHGOPMAIHS, JTOMOIHAIOMAS SKCIUTyaTallMOHHYI0 UH(OP-
Manuto 00 UCITJIH (Hanmpumep, cBeaeHus U3 npoekTHol gokymenTaruu UCII/H).
B wacTHOCTH, HAPYIIUTEb MOXKET UMETh!
- aHHbIe 00 OpraHU3aluu pabdOThI, CTPYKTYPE U UCIOIB3YEMBIX TEXHUYECKHUX, IPOTPAMMHBIX
U porpammHo-TexHudeckux cpeacrsax MCII/IH;
- cBeneHus 00 nHpopMaimoHHbIX pecypcax MUCII/IH: mopsanok u mpaBuia CO3IaHUs, XPAHSHUS
U Tiepenaund HHPOPMaInH, CTPYKTYpa U CBOHCTBA HH()OPMAIIHOHHBIX ITOTOKOB,



- JlaHHbIe 00 YSI3BUMOCTSIX, BKJIIOYasl JaHHbIE O HEJOKYMEHTHPOBAHHBIX (HEIEKIapUPOBAHHBIX)
BO3MOXKHOCTSIX TEXHUUECKUX, IPOTPAMMHBIX U IIporpaMMHoO-TexHuueckux cpeacts MCII/IH;

- TAaHHBIC O PEATM30BaHHbBIX B MPOIPAMMHBIX CPEACTBaxX 3aIluThl nHpopMarmu (nanee — [IC3N)
MPUHIUIIAX U AJITOPUTMAX;

- MCXOJHBIE TeKCThI mporpaMmuoro obecnieuenust UCI1/1;
- CBEJICHHUS O BO3MOXKHBIX KaHAJIaX pealu3aluy yrpos;

- UH(}OpPMAIHIO 0 CIIOCO0aX pean3aluy yrpos.

[Tpenmnonaraercd, yro suua kareropuu |l u kareropuun IV BianeroT TobKO 3KCITyaTanu-
OHHOM MH(popMaLuel, 4To oOecrieunBaeTcs OpraHu3alMoOHHbIMU Mepamu. [Ipu 3Tom nMua karero-
pun IV He BianeroT mapoabHOH, ayTeHTU(GHUIMPYIOUISH U KII0YeBO HH(OpMAIHEn, HCTI0Ib3YeMOi
B AVIC, K KOTOPBIM OHU HE UMEIOT CAHKLIMOHUPOBAHHOI'O 10CTYIIA.

[Ipennonaraercs, yTo auIa Kateropu V BIaJACIOT B TON WM MHOW YaCTH YyBCTBUTEIHHOM
1 DKCIUTyaTallMOHHON MH(popMaIruen o cucteme nepenadn nHdopmaiuy u odmein nadopmarmend 06
AMNC, ucronp3yomux 3Ty CUCTeMY Nepeaadyd MH(pOpMaIu, 9YTo 00eCcrednBaeTcsl OpraHu3aioH-
HbIMU Mepamiu. [Ipu 3ToM uua kareropuu V He BIaJ€OT NapOJbHONW U ayTeHTHU(PHUUUPYIOLIEH HH-
dbopmarueit, ucnonszyemoii B AVC.

[Tpeanonaraercs, yro auua kareropuu VI u nuna kareropun VIl mo ypoBHIO 3HaHMN He
MPEBOCXOJIAT JINLIA KaTeropuu V.

[Tpeanonaraercs, uro nuna kareropuu VIl oGnanator uyBcTBUTENBHON MHDOpMaluei 06
WUCIIAr n ¢yskunoHamsHO opueHTHpoBaHHbIX AWC, Brimrouas nHpopManuio 00 YS3BUMOCTSIX
TEeXHU4YeCKUX U mporpaMMmHbix cpeactB WCII/IH. OpraHu3anmoHHBIMH MepaMHu HperoiaraeTcs
UCKITIOUNTh Aoctyn jui kateropuu VI k texunueckum u nporpammueiM cpeactsam WCIIJIH B
MOMEHT 00pabOTKH ¢ UCIIOJIb30BAHUEM ITHX CPE/ICTB 3allUIIaeMoi HHPOpMaLIUU.

Takum o6pazom, Hanbosee nHGopMupoBaHHbIMU 00 AVC sBisrorcst numa kareropuu 1 u
muna kareropun VI,

Crenenp WHGOPMHUPOBAHHOCTH HAPYIIUTENS 3aBUCHT OT MHOTHX (DaKTOpPOB, BKIIOYAs pea-
au3oBaHHble B JIITY KOHKpeTHbIE OpraHu3allMOHHbIE MEPBl U KOMIIETEHIMIO HapymmTenaei. [Toato-
My OOBEKTHUBHO OLIEHUTh OOBEM 3HAHUI BEPOATHOTO HAPYIIUTENSI B OOLIEM cllydae MPaKTUYECKH
HEBO3MOXHO.

B cBsI3u ¢ U3NI0KEHHBIM, C LIETBIO CO3/IaHUS ONPEAEIEHHOro 3arnaca IpOYHOCTH Mpearnoa-
raercs, YTo BEPOSTHBIC HAPYLIUTEIN 00IagatoT Bceil nHdopmarueit, HeoOXOAUMOM A MOrOTOB-
KU U pealn3alvy yrpos3, 3a UCKIIYeHHEeM MHPOpMAIH, JOCTYN K KOTOPO CO CTOPOHBI HApyLIU-
TeJI UCKITI0YAeTCsl cucTeMoi 3amuTsl nHpopMmanuu. K takoit nHpopmanum, HarpuMep, OTHOCUTCS
naposibHasi, ayTeHTU(ULIMPYIOLIas ¥ KIro4eBast HHPOpMaIusl.

IpeanoJio:keHusi 06 UMEKIIMXCS Y HAPYIIUTEJISI CPEACTBAX peajTu3aluu yrpo3

IIpenmnonaraercs, 4TO HapyIINUTENb UMEET:
- anmaparHble KOMIIOHEHTBI CHCTEMBI 3aIlIUThI IEPCOHANBHBIX MaHHBIX (1anee — C3I1/n);
- JIOCTYITHbIE B CBOOOHON MPOJake TEXHUYECKUE CPECTBA U IPOrPaMMHOE 00ECIIeUeHHE;
- CIIeUAJIbHO pa3paboTaHHbIe TEXHUYECKHE CPEICTBA M IPOrPaMMHOE 0OecIieueHuE.

BHyTpeHHU HapyIIKUTEIh MOXKET UCIIOJIb30BATh HITATHBIE CPE/ICTBA.

CocraB uMeronmxcs y HapyILIMTeNs CPEACTB, KOTOPHIE OH MOXKET MCIIONIb30BaTh AJIs peallu-
3anuu yrpo3 Ub, a Takke BO3MOXKHOCTHU 10 UX MPHUMEHEHUIO 3aBUCAT OT MHOTHX (PaKTOpPOB, BKITIO-
yas peaJM30BaHHBIC B YUPEKJACHUU KOHKPETHBIE OpPraHU3allMOHHBIE MEphl, (PMHAHCOBBIE BO3MOXK-
HOCTU M KOMIETEHLHUI0 HapymuTeneid. [1o3ToMy OOBEKTUBHO OLIEHUTH COCTaB HMEIOLIUXCS Y
HaApYILIUTENS CPEJICTB pealn3allii YIpo3 B 00IIeM Cilydae MPaKTUYECKH HEBO3MOXKHO.

[Tosromy, mist coznanus ycronuuBoil C3IIJIH mpenmonaraercs, 4TO BEPOATHBIM HapylIU-
TEJIb UMEET BCe HEOOXOAMMBIE Ul peau3alliil YIpo3 CPEeICTBA, BO3MOXKHOCTH KOTOPBIX HE Ipe-
BOCXOJSIT BO3MOKHOCTH aHAJIOTUYHBIX CPEJCTB PeaTU3aliy YIpo3 Ha HH(OPMaLIKIO, COAepKAILYIO
CBEJICHMSI, COCTABIISIIOIINE TOCYIapCTBEHHYIO TailHy, M TEXHUYECKHE M MpOTpaMMHbIE CPENCTBa,
oOpabaTbIBarolye 3Ty HH(OPMAIIHIO.



BwMmecre ¢ TeMm npenmnonaraercs, 4To HapyIIUTEIb HE HMEET:
- CPEICTB IIepexBaTa B TEXHUYECKUX KaHAJIAX YTECUYKH;
- CPEACTB BO3JIECHCTBUS Yepe3 CUTHAJIBHBIC LICIIN;
- CPEACTB BO3JEHCTBUS HA UICTOYHUKY M Yepe3 eI TUTaHMS;
- CPEACTB BO3JEUCTBUSA YE€PE3 LEIHU 3a3EMIICHUS;
- CpEIICTB aKTMBHOTO BO3JICHCTBUS HAa TEXHUYECKHE CPEACTBA (CPEICTB O0IyUeHHS).

[Ipeanonaraercs, 4To HanboJiee COBEPIIEHHBIMU CPECTBAMH PEeaU3aIlii YTPo3 00JIa1atl0T
muua kareropuu 1 u muna kareropuu VIII.

Yrpo3bl yTeUKkH aKyCcTHYecKoi (peyeBoil) MHpopManuu

Bo3HUKHOBEHHE Yrpo3 YTEUKH aKyCTHUYECKOM (pedeBoi) MH(MOpMAIMH, COIEpKaIICics HEemo-
CPEICTBEHHO B Mpou3HOCUMO# peun moib3oBarens MCII/H, mpu 0OpaboTke mepcoHAIbHBIX JTaHHBIX
(manee — I1/1n) B MCII/IH, Bo3MOXHO Tipy HamaueM (yHkiwuid ronocooro Beoga [1/Ia B UCTIAH wm
bynkmmit BocpomsseaeHus [1/1n akycriaeckumu cpeactsamu UCTTH.

B UCIIur Yupexaenus: GyHKIUU roaocoBoro BBoAa [1JIH unm GyHKIIMU BOCIIPOU3BEICHUS
[1/TH aKkyCTHYECKUMHU CPEACTBAMU OTCYTCTBYIOT.

BeposiTHOCTh peanuzaiuu yrpo3sl — MaJOBEpPOsSITHA.

Yrpo3sl yreuku BHA0BOH HH(POPMALMHU

Peamuzarmist yrpo3sl yreuky BUIOBOW MH(OpMaIMK BO3MOXKHA 33 CYET MPOCMOTpa MH(GOpMalluu ¢
MIOMOIIBIO ONTHYECKHX (ONTHKO-3JIEKTPOHHBIX) CPEICTB C SKPAHOB JHCIUIEEB M JPYTUX CPEACTB
O0TOOpaKeHHsI CPEACTB BBIYMCIMTEIBHON TEXHUKH, MH(POPMAIMOHHO-BHIUHUCIUTEIBHBIX KOMILIEKCOB,
TEXHHYECKUX CPEICTB 00pabOTKH TpadruecKoi, BUaeo- U OYKBEeHHO-IIM(POBOI HH(MOPMAIIUH, BXOSIINX
B coctaB UCII/IH.

B yupexxneHnn BBeeH KOHTPOJIb J0CTYNa B KOHTpoJIupyemyto 30Hy, APM nosnb3oBareneit
PacIIOIOKEHBI TaK, YTO MPAKTUYECKH MCKIIIOYEH BU3YaJbHBIH JOCTYN K MOHHTOpPaM, a Ha OKHaxX
YCTaHOBJICHBI JKAITIO3H.

BeposTHOCTh peanuzanuu yrpo3sl — MaJ0BEepPOsATHA.
Mo6oyHble OnekTpoMarHuTHele M3nydeHns n HaBogku

Yrpo3bl yTeuykn HHPOPMALUH M0 KAHAJIAM MOGOYHBIX JJIeKTPOMATHUTHBIX H3JIyYeHUI
1 HaBojok (nasee — [ID9MUH)

VYrpo3s! yreuku uHpopmanuu 1o kaHary [I9MWH, Bo3MOXKHBI M3-3a HATMYUS TAPA3UTHBIX DJIEK-
TPOMarHUTHbBIX U3NydyeHul y anementon MCIT/IH.

VYTrpo3sl JaHHOTO KJlacca MaJIOBEPOSITHBI, T.K. pa3Mep KOHTPOJIUPYEMOil 30HbI OOJIBILION, U
aneMeHThl MCIT/IH, HaxoaATCs B caMOM LIEHTPE 3/1aHUS U SKPaHUPYIOTCS HECKOIbKUMHU HECYLTUMU
CTEHaMU, U TIapA3UTHBIN CUTHAJI MACKUPYETCSl CO MHOXKECTBOM JIPYTHUX IMAPAa3UTHBIX CUTHAJIOB JJIe-
MeHTOB, He Bxosanmx B UCIIT/IH.

¥Yrpo3sl yHHUTOKEeHUsl, XuieHus annapatHbix cpeacts UCII/In HocuTeei
uHpopmanuu nmyrem puznueckoro gocryna kK iemenram HCILIn

Kpaosca nepconanvnoii 31ekmponnoi evtuucaumensHou mawunot (oanee - IBM.)

Yrpo3a oCymiecTBIsSCTCS MyTeM HECaHKIIMOHUPOBaHHOTO aoctymna (manee — HCJI) BHemHu-
MU U BHYTPEHHUMU HapYLUIUTEISIMU B TOMENIEHUS, T1e pacnoioxensl anemeHTsl UCITH.

B yupexnenun BBeIEH KOHTPOJb JOCTyNMa B KOHTPOJIUPYEMYIO 30HY, YCTAHOBJICHA OXpaH-
Hasl CUTHAJIM3alUsl, IBEPU 3aKPBIBAIOTCA HA 3aMOK, YCTAHOBJIEHBI PELIETKH Ha MEPBbIX U MOCIEIHUX
JTaXKax 37aHMusl.

BeposiTHOCTB peanu3anuu yrpo3sl — MaJIOBEPOSITHA.

Kpasica nocumeneii ungpopmayuu



VYrposa ocymectBisiercst myrem HCJl BHEITHMMHU U BHYTPEHHUMH HapyIIUTEISIMH K HOCH-
TEJAM UHPOPMALIUH.

B Vupexxaenun BBeieH KOHTPOJIb JIOCTYNa B KOHTPOJIMPYEMYIO 30HY, YCTAaHOBJICHA OXpaH-
Hasl CHTHAJIM3AIHs], IBEPH 3aKPBIBAIOTCS HAa 3aMOK, YCTAaHOBJICHBI PELIETKH HA MEPBBIX U MOCIETHUX
JTakax 3/1aHMs, BEICTCS YUeT U XpaHEHHe HOCHUTeINeH B ceiide.

BeposiTHOCTB pean3anuu yrpo3sl — MaJ0BEpPOSITHA.

Kpaoica knrwoueit u ampudoymoes oocmyna

VYrposa ocymectBisierca nmyreM HCJ/[ BHEIIHUMY U BHYTPEHHUMH HApYIIMTEISIMU B IIOMeE-
LIEHHUS, /1€ IPOUCXOAUT paboTa 1osb30BaTesei.

B Yupexnenuu BBeeH KOHTPOJIb JOCTYNA B KOHTPOJIUPYEMYIO 30HY, YCTAHOBJIEHA OXpaH-
Hasl CUTHAJIU3aLUsl, IBEPU 3aKPHIBAIOTCSA HA 3aMOK, YCTAHOBJICHBI PEHICTKH Ha MEPBBIX U MOCIEIHUX
ATa)kKax 3[aHusl, OpPraHU30BaHO XpaHEHHUE KIII0Uel B ceiide 1 BBeIeHa OTUTUKA «UUCTOTO CTOJIAY.

BeposiTHOCTB peaniu3anuu yrpo3sl — MaJIOBEPOSITHA.

Kpaosicu, moougpukayuu, ynuumoosricenus ungopmayuu

Vrpo3sa ocymectBisercss nyreMm HCJl BHEIIHMMHU ¥ BHYTPEHHUMHU HapyLIUTEISIMU B TTIOME-
nieHus, re pacnonoxxensl anemMeHTsl UCIIH 1 cpencTBa 3amuThl, a Tak K€ MPOUCXOAUT padoTa
MOJIb30BaTeNCH.

B Yupexnenuu BBeIEH KOHTPOJIb JI0CTyNIa B KOHTPOJIUPYEMYIO 30HY, YCTAHOBJIEHA OXPaH-
Hasl CUTHAJIU3alUsl, IBEPU 3aKPbIBAIOTCA HA 3aMOK, YCTAHOBJICHBI PELIETKH Ha MEPBbIX U MOCIEIHUX
JTa)kax 3JaHus.

BepoaTtHOCTh peanuzanuu yrpo3sl — MaJ0BEpPOSITHA.

Bv1600 u3 cmpos y3noe II3BM, kananoe ceaszu

VYrposa ocymectBisercs nyrem HCJl BHEIIHMMY ¥ BHYTPEHHUMH HAapYUIUTENSMU B IIOMeE-
uieHus, rae pacnoioxensl anemMeHTsl UCIIIH 1 npoxoaaT KaHallbl CBS3H.

B VupexneHnu BBeieH KOHTPOJIb JOCTYIIa B KOHTPOJIHUPYEMYIO 30HY, YCTAaHOBJIEHA OXpaH-
Hasi CUTHAJIM3a1us, IBEPU 3aKPhIBAIOTCS HA 3aMOK, YCTAHOBJIEHBI PEIIETKH HA NIEPBBIX U MOCIEIHUX
JTaXkKax 34aHUS.

BeposaTHOCTB peanu3anuu yrpo3sl — MaJI0BEpPOATHA.

Hecankuuouupoeannoe OMKJ/IIo4enue cpedcme 3auiumol

VYrposa ocymectBisiercs myrem HCJ[ BHEIIHUMY 1 BHYTPEHHUMH HapYyUIUTENSMU B TIOMe-
LIEHHUS, T/I€ PACIIONOXkKeHbI cpeacTsa 3amuTel MCITIH.

B YupexxaeHnn BBeIEH KOHTPOJIb JOCTYIIA B KOHTPOJIUPYEMYIO 30HY, YCTAaHOBJIEHA OXPaH-
Hasl CUTHAJIN3allKsl, IBEPU 3aKPBIBAIOTCS HA 3aMOK, YCTAaHOBIIEHBI PELIETKH HA IEPBLIX U MOCIEAHUX
sTaxkax 3aanus, noaszosarenu UCIIJIH npouHcTpykTUpOBaHbl 0 padote ¢ I1/[H.

BeposiTHOCTD peann3anuu yrpo3sl — MaJIOBEPOSITHA.

¥Yrpo3bl XulleHnsl, HeCAHKINOHUPOBAHHONH MOAUPUKAIUM WU OJTOKUPOBAHUSA
uHpopmanuu 3a cuer HCJI ¢ npuMeHeHreM NPOrpaMMHO-aNNAPATHBIX M POrPaMMHBIX
CPE/CTB.

Jeiicmeusn epedonocuvix npozpamm (6upycoe).

[IporpamMmMHO-MaTeMaTUYECKOE BO3JICUCTBUE - 3TO BO3JCUCTBHUE C MOMOILBK BPEIOHOCHBIX
nporpamm. [IporpamMmMoi ¢ MOTEHIMATBLHO OMACHBIMU MOCIEACTBUAMHU WM BPEIOHOCHOW IPOrpam-
MO (BUPYCOM) Ha3bIBAIOT HEKOTOPYIO CAMOCTOSITENLHYIO MPOrpaMmy (HaOOp MHCTPYKIIHIL), KOTO-
past cmocoOHa BBITIOJIHSTH JIFDO0€ HEITyCTOE MOAMHOKECTBO CIEAYIOIINX (PYHKITHI:

- CKpbIBaTh MPU3HAKU CBOETO MPUCYTCTBUS B MPOrPAMMHON CpEIe KOMIIBIOTEPA;



- o0nagaTh CHOCOOHOCTBIO K CaMOIyOJMPOBAHUIO, aCCOIMUPOBAHUIO ce0s ¢ IPYrUMHU TIPO-
rpaMMamM¥ U (WIK) MEepeHOCy CBOMX ()parMEHTOB B MHBIE 00JACTH ONEpaTHBHON WM BHEUIHEW ma-
MSITH,

- pazpymaTh (MCKaXkaTh MPOU3BOJIBHBIM 00pa30oM) KO/ MPOTrpaMM B ONIEpaTUBHOM NaMSITH;

- BBIOJHATH 0€3 MHUIMUPOBAHUS CO CTOPOHBI MOJIB30BATENS (IIOJIB30BATEIHCKONW MPOTPAMMBI
B INTaTHOM DPEXHME €€ BBINOJHEHUS) ACCTPYKTUBHBbIC (DYHKUUHM (KOMMPOBAHHS, YHHUYTOXKCHHS,
0JIOKHPOBAHHUS U T.I1.);

- COXpaHsiTh (pparMeHTHl MHPOPMALIMU U3 ONEPATUBHOM MaMSATH B HEKOTOPBIX OOIACTAX BHEII-
HEel MaMATH NPSMOTo J0CTyMa (JIOKAJIbHBIX WIH YAAJICHHBIX);

- MCKaXXaTh MPOU3BOJIBHBIM 00pa3oM, OJIOKHPOBATh U (HJIM) MOAMEHSTH BBIBOJUMBINA BO BHEIII-
HIOIO MaMATh WM B KaHaJl CBSI3U MaccuB MHGOpMaIK, 00pa30BaBIINICS B pe3ysibTaTe pabOThI IPH-
KJIQJIHBIX MIPOTpaMM, WIH YK€ HaXOJSIIUECS BO BHEUTHEH aMATH MaCCUBBI JAHHBIX.

B Vupexnenun Ha Bcex anementax MCII/IH ycTaHOBIeHa aHTUBUPYCHAS 3allIUTA, MMOJb30-
BaTeM IPOUHCTPYKTUPOBAHBI O MEPAX MPEAOTBPALIECHUS BUPYCHOTO 3apaXKEHUSI.
BeposTHOCTh peanu3aiuu yrpo3sl — HU3KAas.

Heoexnapuposannbvle 603MOHCHOCHU CUCIEMHO20 RPOZPAMMHO20 0becneuenus (Oanee — I10) u
110 0na obpabomku nepcoHanbHbIX OAHHBIX.

HeneknaprpoBaHHbIe BO3MOKHOCTH — (DYHKIIMOHATBHBIE BOZMOXKHOCTH CPEJICTB BBIUUCIUTENb-
HOM TEXHHUKH, HE OMMCAHHBIC WJIK HE COOTBETCTBYIOIINE ONMMCAHHBIM B JIOKYMEHTAITUH, TIPU HUCTIONTB30-
BaHUH KOTOPBIX BO3MOXKHO HapyIlIeHHEe KOH(PUIECHIMATBHOCTH, IOCTYITHOCTH HJIH IIEJIOCTHOCTH 00palarsl-
BaeMoii HH(pOpMAITIH.

B Yupexxaenun HeT mporpamMMHOro odecrneueHus: pazpabaThiBa€MOro COOCTBEHHBIMH Pa3-
paboTUMKaAMU/CTOPOHHUMH CTICIIHAIICTAMH.

BeposTHOCTh peanuzaiiu yrpo3sl — MaJa0BepOSITHA.

Yemanoeka IO ne ceazannozo c ucnonnenuem Cﬂy.)f('eﬁliblx oosa3annocment

VYrpo3a ocyuiecTBisercs IMyTeM HECaHKIMOHUPOBaHHOM ycTaHOBKM [IO BHyTpeHHUMH
HapyIIUTEIIMH, YTO MOXET NMPHUBECTU K HAPYHIEHHIO KOH(UIEHIUAIBbHOCTH, LIEIOCTHOCTH U J10-
crynHoctu Beert CII/IH nnm ee a1eMeHToB.

B Vupexnenun ocyuecTBisieTcss KOHTpob 1o ucnoaszyemomMy 110, nons3oBaTenu npouH-
CTPYKTUPOBaHbI 0 onuTHKe yctaHoBKU 10, yTBepkieH nepedens paspemienHoro 110.

BeposiTHOCTB peanu3anuu yrpo3bl — HU3Kasl.

¥Yrpo3sl HenpeaHaMepeHHBIX JIeliCTBUI M0JIb30BaTe el U HapylIeHn i 0e30MacHOCTH
¢pynxkuuonnposanns UCIIAn u C3I1/Ix B ee cocTaBe u3-3a c00eB B IPOrpaMMHOM
olecreyeHNH, a TaKKe OT CTUXHIHOI0 XapaKrepa.

Ympama knroueit u ampuoymoe oocmyna

VYrpo3a ocymecTBiIseTCsl 3a CUeT ACUCTBHS uesloBeueckoro (akropa monb3oBateneir MC-
[T/1H, KOTOpBIE HAPYIIAIOT MOJIOKEHUS MapOJbHON MOJUTUKE B YaCTU MX CO3/aHUS (CO3/al0T Jier-
KM€ WU IIyCThIE NIApOJIA, HE MEHAIOT MapOJIX 110 UCTEYEHUHN CPOKa UX JKU3HHU WM KOMIIPOMETALUN
U T.I.) U XpaHEHUs (3alKChIBAIOT NapoJikd Ha OyMasKHbIEe HOCUTEINH, [IEPEelatoT KIII0UU JOCTyMa Tpe-
THUM JIUIIAM U T.II.) WJIK HE OCBEIOMJICHBI O HUX.

B Vupexnenun BBeleHa mapoiibHas MOJMTUKA, MPEAYCMATPHUBAIONIAs TPEOYEMYIO CIIOXK-
HOCTb [AapOJIs ¥ IEPUOJUUECKYIO €0 CMEHY, BBEJIEHA MIOJUTHKA UUCTOrO CTOJIA», OCYLIECTBIIAETCS
KOHTPOJIb 3@ MX BBIMOJHEHHEM, MOJIb30BATEIN MPOUHCTPYKTUPOBAHBI O MApOJIbHON MOJUTHKE U O
JENCTBUSAX B CIydasX yTpaThl NI KOMIPOMETALUN MAPOJIEH.

BepoaTHOCTB peanus3anuy yrpo3sl — HU3Kas.



Henpeonamepennasa moougukayus (ynuumosrcenue) ungpopmayuu compyoHukamu

Yrpo3a ocymecTBIseTcs 3a CYeT JIEHCTBHS 4deloBedeckoro (akropa moib3oBareneir MC-
[1/11, KOTOpBIE HApYIIAIOT MOJIOKEHUS MPUHATHIX IpaBuil padoTsl ¢ MICII/IH win He ocBEAOMIIEHBI
0 HUX.

B Yupexnenun ocymiecTBisieTcs pe3epBHOe KonmupoBanue oopadarsiBaeMbix [1/1H, mons3o0-
BaTeIM MPOUHCTPYKTUpOBaHbI 0 padote ¢ MCII/IH.

BeposiTHOCTB peanu3anuu yrpo3bl — MaJ0BepPOsITHA.

Henpeonamepennoe omkniwouenue cpeocme 3auiumaol

Yrpo3a ocymecTBIsSeTcs 3a CYeT JEHCTBHS deloBedecKoro (akropa mosb3oBareneit MC-
[1/11, KOTOpBIE HAPYIIAIOT TOJOKEHUS MPUHATHIX mpaBui padotsl ¢ MCII/IH u cpencTBamu 3amiu-
ThI WJIM HE OCBEJOMIJIEHBI O HHX.

B Vupexnenun BBelleH KOHTPOJIb JOCTYINa B KOHTPOJIUPYEMYIO 30HY, JABEPU 3aKPhIBAIOTCS
Ha 3aMOK, OCYIIECTBIISIETCS pa3rpaHUYEHUE JIOCTYNa K HACTPOMKAaM pPEKMMOB CPEICTB 3aIIUTHI,
MOJIH30BATEIN MPOUHCTPYKTHPOBaHbI 0 padote ¢ UCII/H.

BepoaTHOCTB peanu3anuy yrpo3sl — MaJa0BepOsITHA.

Bbix00 u3z cmpoa annapamno-npozpammuuix cpeocme

Yrpo3a oCyleCTBISETCS BCIEACTBAE HECOBEPUIEHCTBA AINIAPATHO-IIPOIrPAMMHBIX CPEJCTB,
M3-32 KOTOPBIX MOXET MPOUCXOAUTh HAPYIICHHUE LEIOCTHOCTU U JAOCTYMHOCTH 3alllMIAeMON WH-
dbopmariuu.

B Yupexnennn ocylecTBisIeT pe3epBUpoBaHue KitoueBbIX 3aemMeHToB UCII/(H.

BeposTHOCTh peanusanuu yrpo3sl — MaJ0BEepPOsATHA.

Cooit cucmemul In1eKmpocHadIcenus

YTrpo3a OCyIIECTBISIETCS BCIEACTBHE HECOBEPUICHCTBA CUCTEMBI AJIEKTPOCHAOKEHUS, U3-3a
YEero MOXET IMPOUCXOIUThH HAPYIIICHUE TISIIOCTHOCTH M IOCTYITHOCTH 3alUIaeMOi WH(POpMAIIHH.

B VYupexnaennn ko BceM kimrodeBbiM 35eMeHTaM MCITJIH moakiroueHbl HCTOYHUKH Oecrie-
peOOHOTO MUTAHUS M OCYIIECTBIISIET PE3ePBHOE KOMMMPOBAHUE UH(POPMALIUH.

BepositTHOCTE peanu3anuu yrpo3sl — MaJ0BEPOsATHA.

Cmuxuiinoe 6eocmeue

YTrpo3a ocymecTBIsAETCS BCICACTBUE HECOOIIOICHUS MEP ITOKAPHOU O0€30TIaCHOCTH.

B Yupexnenuu ycTaHoBIIeHa MOKapHasi CUTHATU3AIMs, T0JIH30BATETN MPOUHCTPYKTHPOBA-
HBI O JICHCTBUSAX B CITydae BO3SHUKHOBEHUS BHEIITATHBIX CHUTYAIUH.

BeposiTHOCTB peanu3aiuu yrpo3bl — MaJ0BEPOSITHA.

Yrpo3bl npeJHAMEpPEeHHbIX 1efiCTBUI BHYTPEHHUX HAPYIIHTE el

Jocmyn k ungpopmayuu, moougpuxayus, yruumodricenue 1uy, He 0ONYUeHHBIX K ee 00padomke

VYrpo3za ocymecteisiercs myrem HCJl BHenTHUX HapymuTeaei B TOMEIICHUS, TAe Pacroiio-
seHbl aneMenTsl UCITJIH 1 cpencTBa 3alIMThl, a TaK e MPOUCXOIUT padoTa MoJIb30BaTeNeH.

B Yupexxnenun BBeIeH KOHTPOJIb JOCTYIAa B KOHTPOJIUPYEMYIO 30HY, YCTAaHOBJICHA OXpaH-
Hasl CUTHAJIM3alUsl, IBEPU 3aKPBIBAIOTCS HA 3aMOK, YCTAHOBJIEHBI PELIETKH Ha MEPBbIX U MOCIEIHUX
JTaXKax 37aHMusl.

BeposiTHOCTB peaniuzanuu yrpo3sl — MaJIOBEPOSITHA.

Pazznawenue ungpopmayuu, moouuxayus, yhuumaoszrcenue compyoOHuUKamu 0OnYyuleHHoIMU K
ee oopabomke

VYrpo3a ocymecTBiIseTCs 3a CUeT AECHCTBHS uesioBeueckoro (akropa mosb3oBateneii MC-
[T/11, KOTOpbIE HApyIIAIOT MOJOKEHUSI O HepasriiameHuu oOpabaTeiBaeMOl MH(OpPMALMKU UK HE
OCBEJIOMJIEHBI O HUX.



B Vupexnenuu mnonab3oBaTelid OCBEJOMIICHBI O MOPSAJKE PadOThl ¢ NEPCOHAIBHBIMHU JIaH-
HBIMH.
BeposTHOCTh peanuzaiiiu yrpo3sl — MaJa0BepOsSITHA.

¥Yrpo3bl HeCAHKIIHOHMPOBAHHOI'O JOCTYIA 10 KAHAJAM CBSI3H

Yepoza «Ananuz cemesozo mpagpura»

Ota yrposza peajim3yercsi ¢ MOMOIIBIO CIEHUAIBHON IMpOrpaMMbI-aHAIM3aTopa IaKETOB
(sniffer), mepexBarbIBaroIIeii BCe MAKEThI, TIEpeIaBaeMbIe TI0 CETMEHTY CETH, U BBIICISIIOIICH Cpenn
HUX T€, B KOTOPBIX MEPeIaroTcs UACHTU(GUKATOP TOJIB30BaTENs U €ro mapoiib. B xoae peanuzanuu
yIrpO3bl HAPYIIUTEN!

- m3y4aet Joruky padorel UCII/IH - TO €CTh CTPEMUTCS TOTYYUTh OJTHO3HAYHOE COOTBETCTBUE
COOBITHI, MPOUCXOIAIINX B CUCTEME, U KOMaH/I, IEPEChIAEMBIX MPU ITOM XOCTaMH, B MOMEHT T0-
SIBIICHUS JJAHHBIX COOBITHIA. B masbHEWIeM 3TO MO3BOJSET 3JIOYMBIIIJICHHUKY Ha OCHOBE 3aJJaHUs
COOTBETCTBYIOIIMX KOMaHJ MOJY4YUTh, HAIPUMEP, MPUBUIECTUPOBAHHbBIC IpaBa Ha JEUCTBUS B CH-
CTEME HJIU PACIIMPUTH CBOM ITOJTHOMOYHS B HEH;

- TIepeXBaTHIBACT MTOTOK MEPEIABACMBIX JTAHHBIX, KOTOPBIMH OOMCHHBAIOTCS KOMIIOHCHTHI CETE-
BOIl OMEpAIlMOHHON CUCTEMBI, JUISl U3BIICUEHHUS] KOHPUACHIMAIBHON WM UIEHTU(UKALIMOHHON HH-
dbopMmaruu (HampuMmep, CTaTHIECKUX MapoJIei MOoIb30BaTeNIeH I JOCTyNa K yJAJICHHBIM XOCTaM
no nporokonaM FTP u TELNET, ne npenycMarpuBatoniux mudpoBaHue), €€ moIMeHbl, MOIudu-
KaIlW{ ¥ T.I1.

Ilepexeam 3a nepedenamu ¢ KORMPOIUPYEMOIL 30HbL.
BeposiTHOCTB peanu3aiuu yrpo3bl — MaJI0BEPOSITHA.

Ilepexeam ¢ npedenax KORMPOAUPYEMOTL 30HbL GHEUWIHUMU HAPYUIUM ENAMU

B Vupexnennn BBeIeH KOHTPOJIb JOCTYIa B KOHTPOJIMPYEMYIO 30HY, YCTAaHOBJIEHA OXpaH-
Hasl CUTHAJIM3aIs, IBEPU 3aKPHIBAIOTCS HA 3aMOK, YCTAHOBJICHBI PEIIETKH Ha TIEPBBIX U MOCIETHIX
dTaXkKax 3AaHHUS.

BeposiTHOCTB peanu3anuu yrpo3sl — MaJOBEpPOSITHA.

Ilepexeam ¢ npedenax KOHMPOIUPYEMOIL 30HbL GHYMPEHHUMU HAPYUIUM ENLAMU.

B Yupexnenun BBeieH KOHTPOJIb JIOCTYIa B KOHTPOJUPYEMYIO 30HY, YCTAaHOBJIEHA OXpaH-
Hasl CUTHAJIM3aIs, IBEPU 3aKPHIBAIOTCS HA 3aMOK, YCTAHOBJICHBI PEIIETKH Ha TIEPBBIX U MOCIETHIX
dTaXkax 3AaHUS.

BeposTHOCTB peanu3aiuu yrpo3sl — MaJ0BEpPOSTHA.

szom «CKanupoearnue cemu)

CymHocTh Tpoliecca peain3aliil YIpo3bl 3aKII0YaeTcsi B Iepegade 3alpoCoB CETEBHIM
ciryx6am xoctoB MCII/IH u aHanmu3e oTBETOB OT HUX. Llesb - BBISBIEHUE MCIOIB3YEMBIX MPOTOKO-
JIOB, IOCTYIHBIX IIOPTOB CETEBBIX CIYkKO, 3aKOHOB (POPMUPOBAHUS UICHTHPHKATOPOB COSAMHEHUH,
OTIpeJieIeHNe aKTUBHBIX CETEBBIX CEPBHUCOB, 10A00P MIEHTHU(PHUKATOPOB U NApoJieil MoJIb30BaTENeH.

BeposTHOCTB peanu3aiiu yrpo3bl — MaJI0OBEPOsSITHA.

Yeposa eviaenenun naponei

Henp peanuzanuu yrpossl coctouT B noiaydennn HCJI mytem npeoponeHus naposiabHOW 3a-
HIUTHI. 3II0YMBIIIJICHHUK MOYKET Pealn30BbIBATh YIPO3Y C MOMOIIBIO LEIO0r0 psija METOI0B, TAKUX
KaK MpocToii nepedop, mepedop ¢ NCHOIb30BAHUEM CHEIHATBHBIX CIOBapel, yCTaHOBKA BPEIOHOC-
HOW MpOrpaMMBbI JIJIS TIepexBara mapoJisi, MoMeHa JoBepeHHoro oobekra cetu (IP-spoofing) u me-
pexBar nakeToB (Sniffing). B ocHOBHOM i peanu3anuy yrposbl HCIOJB3YIOTCS CIICIHaTbHbIC
IIPOrPaMMbl, KOTOPBIE MBITAIOTCS MOIYYUTh JOCTYI XOCTY IyTeM MOCJeI0BaTeNbHOT0 noa0opa na-



poiieii. B ciydae ycnexa, 3J0yMBIIIIEHHHK MOYET CO3/1aTh JJI CEOsl «IIpoX0a» JUIsl OyIyIIero 10-
CTyIa, KOTOPBIA OyAeT NeiCTBOBATh, JaKe €CIIM Ha XOCTE M3MEHHUTH MapOJIhb JOCTYIIA.
BeposTHOCTE peanu3anuu yrpo3sl — MaJ0BepPOsITHA.

szosbl HAGA3bI6AHUEC JIOIHCHO20 Mapuipyma cemu

JlaHHas yrpo3a peajm3yeTrcs OJHUM M3 JIBYX CHOCOOOB: MyT€M BHYTPHCETMEHTHOTO HIIH
MEKCErMEHTHOTO HaBs3bIBaHMs. BO3MOXHOCTh HaBSI3BIBAHHS JIO)KHOTO MapuipyTra OOYCIIOBJICHA
HEIOCTaTKaMH, PUCYIIMMHU aJlTOpUTMaM MapHIpyTHU3aluu (B YaCTHOCTH M3-3a MPOOIEMbI UICHTH-
(bUKaIMK CETEBBIX YIPABISIONIUX YCTPOHCTB), B pe3ysibTaTe Yero MOKHO IOIMACTh, HAIPUMED, Ha
XOCT WJIM B CETh 3JOYMBINUICHHUKA, TJI€ MOXHO BOWTH B ONEPAIMOHHYIO CPEay TEXHHYECKOTO
cpeactBa B cocraBe MCII/IH. Peanu3ammu yrpo3sl OCHOBBIBAETCS HAa HECAHKIIMOHUPOBAHHOM HC-
NoJb30BaHuU TpoTokonoB Mapmpyruzauun (RIP, OSPF, LSP) u ympasnenus cersio (ICMP,
SNMP) st BHECeHUSI M3MEHEHH B MapUIpyTHO-aApecHble Tabmuibl. [Ipn 3TOM HapymuTesto
HE00XO0IMMO TOCTIAaTh OT UMEHH CETEBOTO YIPABIISIOIIEr0 YCTPOHCTBA (HapUMep, MapIpyTU3aTo-
pa) ympagsJstoiiee cooOIeHue.

BeposiTHOCTB peanu3aiiuy yrpo3bl —MaJ0BeposiTHA.

Yepo3vt noomenwt 0oeepennozo oovekma

Takast yrpo3a >3)eKTUBHO peau3yeTcsi B CUCTEMaX, B KOTOPBIX MPUMEHSIOTCS HECTOMKHE
QITOPUTMBI WICHTH(DUKAIUKN U ayTeHTU(UKAIMH XOCTOB, MOib30BaTenelt u T.4. [lon noBepeHHBIM
00BEKTOM MOHUMAETCA 0OBEKT CeTH (KOMIBIOTEP, MEKCETEBOM IKpaH, MapLIpyTU3aTOp U T.I1.), Jie-
raJIbHO MOJKJIOYEHHBIN K CEpBEpY.

MoryT ObITh BBLIENEHBI JIB€ Pa3HOBUIHOCTH Mpollecca pealn3alu yKa3aHHOM YIpo3bl: ¢
YCTaHOBJIEHHEM U 0€3 YCTaHOBJIEHUS BUPTYAIbHOI'O COEIMHEHUSI.

[Tponecc peanu3zanuy ¢ yCTAaHOBIEHUEM BUPTYaJIbHOI'O COEIMHEHUS COCTOUT B IIPUCBOCHUM
IpaB JIOBEPEHHOTO CYOBEKTa B3aUMOCHUCTBHS, UYTO MO3BOJISIET HAPYIIUTEINIO BECTH CEaHC PabOTHI C
00BEKTOM CETH OT UMEHHU JIOBEPEHHOI0 cyObekTa. Peann3anus yrpo3sl JaHHOTO TUMA TpeOyeT mpe-
OJIOJICHUSI CHUCTEMbI WACHTH(UKAIMM M ayTeHTU(HKAIMH CcoOOIIeHni (Hampumep, araka rsSh-
ciyx0b1 UNIX-xocTa).

[Tponiecc peanuzanuu yrpo3bl 0€3 YCTaHOBJICHHS BUPTYalIbHOTO COETUHEHHUS MOXET HUMETh
MECTO B CETSX, OCYILECTBISIOMINX UACHTU(DUKAIIUIO IEPEAABAEMBIX COOOIIEHUH TOIBKO MO CETEBO-
My azpecy otnpaBuTess. CylIHOCTh 3aKII0YAETCs B Mepeaaye CIyKeOHbIX COOOLIEHUH OT UMEHU
CETEBbIX YNPABJAIOIIMX YCTPOIHCTB (HampuMep, OT MMEHH MapUIpyTH3aTOpPOB) 00 M3MEHEHUHU
MapLIPYTHO-aJJPECHBIX JaHHBIX.

B pesynbraTte peanuzanuu yrpo3bl HapyLIUTENb MOJIYy4YaeT IIpaBa JOCTyNa K TEXHUYECKOMY
cpenctBy UCIIH - nenu yrpos.

BeposiTHOCTB peanu3anuu yrpo3bl — MaJOBEPOsITHA.

Bueopenue noxcnozo o6vexkma cemu

DTa yrpo3a OCHOBaHa Ha MCIIOJIb30BAHUH HEJOCTATKOB aJITOPUTMOB yJaJ€HHOTO Toucka. B
ClIy4ae eclii OOBEeKThl CETH U3HAYAIbHO HE UMEIOT aipeCHON MHGOpPMAIUU IPYT O APYTe, UCIIOIb-
3YIOTCS Pa3JInYHbIC MMPOTOKONBI yaajieHHoro moucka (mampumep, SAP B cerssx Novell NetWare;
ARP, DNS, WINS B cetsx co crekom mporokonoB TCP/IP), 3akmtodaromiuecs: B mepegade mo cetu
CIIEIUATILHBIX 3alPOCOB U TOJIYYEHHWH HAa HUX OTBETOB C MCKOMOM mH(popmammeir. [Tpu stom cy-
HIECTBYET BO3MOXHOCTH I€peXBaTa HAPYIIUTEIEM MMOUCKOBOTO 3alpoca U BbIIAYU HA HETO JIOXKHO-
ro OTBETA, UCIOJIb30BAaHNE KOTOPOTO MPHUBEALT K TpeOyeMOMYy M3MEHEHHIO MapIIpyTHO-aIPECHBIX
JMaHHBIX. B manmpHeliieM Bech MOTOK MHGOPMAIIUHU, aCCOIMUPOBAHHBIN C 0OBEKTOM-KEpPTBOii, Oy-
JET MIPOXOJIUTh Yepe3 JTOKHBIA OOBEKT CETH.

BeposiTHOCTB peanu3anuu yrpo3bl — MaJ0BEPOSITHA.



Yepo3vt muna «Omka3s 6 oocayscusanuuy

OTH yrpo3bl OCHOBaHbl Ha HEJIOCTaTKaX CETEBOI'O MPOIPaMMHOIO OOECIEeUeHus, ero ys3BH-
MOCTSX, ITO3BOJIAIOIIMX HAPYLIMTEIO CO3/1aBaTh YCIOBHUsA, KOTAA ONEPAllMOHHAs CUCTEMA OKa3bIBa-
€TCs He B COCTOSIHMM 00pa0aThIBaTh OCTYNAIOIIUE MTAKETHI.

MoryT OBITH BbIJICIIEHBI HECKOJIBKO PA3HOBUIHOCTEH TaKUX yrpo3:

- CKpBITBI OTKa3 B OOCIY)KMBaHWHU, BbI3BaHHBIA TpuBicueHHeM 4dactu pecypcoB MCII/IH Ha
00paboTKy IMaKeTOB, MEPe1aBaeMbIX 3JI0YMBINIIICHHUKOM CO CHHKCHHEM MPOITYCKHOW CIIOCOOHOCTH
KaHAJIOB CBSI3H, NPOU3BOAMTEIBHOCTH CETEBBIX YCTPOWCTB, HapylICHHEM TPeOOBaHUN K BPEMEHHU
00paboTku 3anpocoB. [lpumepamu peanuzanuu yrpo3 MoJO0OHOTO poja MOTYT CIY)KUTh: HaIlpaB-
JICHHBIH MTOPM 3X0-3a1pocoB 1o mnporokony ICMP (Ping flooding), mtopm 3anpocoB Ha ycTaHOB-
aenue TCP-coenunenuii (SYN-flooding), mropwm 3anpocos k FTP-cepBepy;

- SIBHBIW OTKa3 B OOCITY)KMBaHHH, BBI3BaHHBIN HcyepranreM pecypcoB UCIT/In mpu o6paboTke
MIAKETOB, MEPeaBaeMbIX 3JI0YMBIIIICHHUKOM (3aHSTHE BCEH IMOJIOCHI MTPOIYCKaHMsI KaHAJIOB CBSI3H,
NepenoHeHNnEe o4epeiell 3apocoB Ha 00CITyKUBAaHUE), TIPH KOTOPOM JIETaIbHBIE 3aIPOCHl HE MO-
T'yT OBITh TepelaHbl Yepe3 CeTh M3-3a HEJOCTYITHOCTU CPEebl Mepeaayn, JU00 MOIy4aloT OTKa3 B
00CITyKMBAaHUU BBH/Y IIEPETIONHEHUS OUepe/iel 3apocoB, TUCKOBOTO MPOCTPAHCTBA MAMSTH U T.JI.
[TlpumepamMu yrpo3 AaHHOTO THUINA MOTYT CIYXKUTh IITOPM mupokoBemareabHbix |ICMP-3x0-
3arpocoB (Smurf), manpasnennsiii mrropm (SYN-flooding), mropm coolrieHuii mouToBOMY cepBe-
py (Spam);

- SIBHBIM OTKAa3 B OOCTY)KWBaHWM, BBI3BAHHBIM HAPYIICHHUEM JIOTHUYECKON CBSI3HOCTH MEXKIY
texandeckuM cpenacramu VICII[IH mpu mepenave HapyIUIMTENIEM YIPABISIONIMX COOOMICHUN OT
UMEHHU CETEBBIX YCTPOWCTB, MPUBOISIINX K M3MEHCHHIO MAPIIPYTHO-3IPECHBIX JTAHHBIX (HAIPH-
mep, ICMP Redirect Host, DNS-flooding) wiu naenTudukanioHHoi 1 ayTeHTH(PHUKAIMOHHON WH-
dopmanuy;

- SIBHBIM OTKa3 B OOCITY)KHBAaHWHW, BBI3BAHHBIN Iepeladyeil 3JI0YMBINIJICHHHKOM IaKeTOB C He-
cranmapTHeIME atpubyramu (yrpossl Tuna «Land», «TearDrop», «Bonky, «Nuke», «UDP-bomby)
WIA AMEIOIINX JIJIMHY, MPEBBIIIAIONIYI0 MaKCHMAIbHO JIONYCTHMBbIA pa3mep (yrposa tuma «Ping
Deathy), 4To MOKET MpHUBECTH K COOI0 CETEBBIX YCTPOUCTB, YIACTBYIOIINX B 00pabOTKE 3ampocoB,
MIPH YCIIOBUHU HAJIMYHS OMIMOOK B IPOrpaMMax, pealli3yIONIiX MIPOTOKOJIBI CETEBOTO OOMEHa.

PesynpTatoM peanmzanuu JaHHON Yrpo3bl MOXET CTaTh HapylIeHHEe paboTOCIOCOOHOCTU
COOTBETCTBYIONICH CITy»KOBI mpenocTaBieHust yaanenHoro gocryna k [1JIa B UCIT/H, nepenaua ¢
OJTHOTO a/Ipeca TaKOro KOJMYECTBA 3alIPOCOB HA MOJKIIOUEHUE K TEXHUYECKOMY CPEJICTBY B COCTaBe
NCTIIH, K0TOpOoe MaKCUMaIbHO MOXKET «BMECTUTh)» Tpa(uK (HAMpPaBICHHBINA «IIITOPM 3aIIPOCOBY),
YTO BJIEYET 32 COOOH MepenoiHeHUEe OYepear 3alpOCOB U OTKA3 OJHOW M3 CETEBBIX CIYXKO WIIH
nonHass octaHoBka MCIIJIH m3-3a HEBO3MOXKHOCTH CHCTEMBI 3aHHUMAThCS HHYEM JIPYTHM, KpoMe
00pabOoTKH 3aIIPOCOB.

BeposTHOCTh peanu3aiiiy yrpo3sl — MaJ0BEPOSITHA.

Yepo3wt yoanennozo 3anycka npunoscenuil

VYrposa 3akmouaercd B cTpemiieHuu 3anycTuth Ha xocrte VCIIJIH pasnuunble npeasapu-
TEJIbHO BHEJIPEHHBIE BPEIOHOCHBIE IMPOrPAMMBI: IIPOTPAMMBI-3aKJIAJIKH, BUPYCHI, «CETEBbIE IIITHO-
HbI», OCHOBHAs II€JIb KOTOPBIX - HapylleHHE KOH(PHUIECHIMAIbHOCTH, LEIOCTHOCTH, JIOCTYITHOCTU
uH(pOpMallMK U TIOJTHBIA KOHTPOJIb 3a paboToi xocta. Kpome Toro, BO3M0OXXKeH HECaHKIIMOHUPOBAH-
HBIN 3aIyCK MPUKJIAIHBIX POrPaMM I0JIb30BaTeNel A1 HECAHKIIMOHMPOBAHHOTO MOJTY4YEHUsSI HE0O-
XOJUMBIX HAPYLIMTEIIO JAHHBIX, JUIS 3allyCKa YIPaBIIEMbIX IMPUKIAIHON IMPOrpaMMON IIPOLECCOB
U Jp.

Be1aensior Tpu oAkiIacca JaHHbBIX yIpo3:

- pacnpocTtpaneHue (HailioB, copepKalluX HECAaHKIIMOHUPOBAHHbIN HCTIOTHAEMBIH KOS,

- yZaJeHHBIH 3aMycK MPUJIOKEHHs ITyTeM MepenoiHeHus Oydepa npuioxxeHuii-ceppepos;

- YIAJIEHHBIA 3aITyCK NPWJIOKEHHS ITyTEM HMCIOJIb30BAHMUS BO3MOYKHOCTEW yNAJIEHHOIO YIIpaB-
JICHUSI CUCTEMOM, MPEIOCTaBISAEMBIX CKPBITBIMU IIPOIPAMMHBIMU U AIIIApAaTHBIMU 3aKJIaJKaMU, JIU-
00 UCIOJIB3YEMBIMU IITATHBIMHU CPEACTBAMU.



TumoBble yrpo3sl MEPBOro U3 YKa3aHHBIX MOAKIACCOB OCHOBBIBAIOTCS HA aKTHBHU3ALMH pac-
NpOCTpaHseMbIX (aiyioB mpu ciydailHOM oOpameHnu K HUM. [Ipumepamu Takux ¢aiijioB MOTYT
CITyXKHTB: (ailiIbl, CoepKaline HCIOTHIEMBIN KO B BUJI JJOKyMEHTBI, COICpYKaIle NCTIOMHEMBIH KOJ
B BUJIe neMeHToB ActiveX, Java-aniuieToB, HHTEPIPETHPYEMbIX CKPUIITOB (HAIIPUMEp, TEKCThI Ha Ja-
vaScript); daiibl, coneprralme UCoIHIEMbIe Kompl porpamM. J{ist pactipoctpaneHust (aiiioB MOryT uc-
TIOJTL30BATHCSI CITY>KOBI AJIEKTPOHHOM TIOUTHI, Tiepeaur GaiiioB, ceTeBoii (haliioBOi CHCTEMEI.

[Ipu yrpo3ax BTOpPOro MOAKIIACCA WCIIONB3YIOTCS HEJOCTATKU TPOTPaMM, PEATH3YIONMX CETEBBIC
CEpPBHCHI (B YaCTHOCTH, OTCYTCTBHE KOHTPOJIS 32 TieperionHenueM Oydepa). Hactpoiikoli cucteMHBIX peru-
CTPOB MHOT/IA YZIaeTCsl EePEKIIFOUMTh TPOLIECCOp TIOCHIe TPEPhIBAHKS, BEI3BAHHOTO TIEPENOIHEHNEM Oydepa,
Ha HCTIOTHEHNE KOJIa, COZIepyKaIIerocs 3a rpanunei Oygepa. Ilpumepom peamzamm Takoi yrpo3bl MOXKET
CITy’KUTh BHE/IPEHHE IIIMPOKO M3BECTHOTO «BHpyca Moppucay.

[pu yrpozax TpeTbero MoxKIiacca HapyIIMTe b CTIONB3YET BO3MOXKHOCTH Y/IAJICHHOTO YIIPABICHHS
CHCTEMOH, TPEIOCTaBISIEMbIE CKPBITBIMI KOMITIOHEHTaMH (HAIpUMeEp, «TPOSTHCKUMI» TIPOrpaMMaMi THIIA
Back. Orifice, Net Bus), 1160 mratHpIMA CPEICTBAMH YIIPABICHHUS M 3 IMHHUCTPUPOBAHUS KOMITBIOTEPHBIX
cereii (Landesk Management Suite, Managewise, Back Orifice u T. 1.). B pe3ysbTaTe ux HUCIOIB30BaHUSL
yIaeTcst JOOUTHCS yIAJIEHHOTO KOHTPOJIS Hajl CTAaHLIMCH B CETH.

BeposiTHOCTB peanu3anuu yrpo3sl — MaJIOBepOsITHA.

Yepo3zvl enedpenus no cemu epedonocnuvix npozpamm

K BpenoHOCHBIM mporpamMmam, BHEAPSEMBIM 10 CETH, OTHOCSTCS BUPYCHI, KOTOpPbIE IJIf
CBOET'0 PACHPOCTPAHEHUs AKTUBHO HCIOJb3YIOT HMPOTOKOJIBI U BO3MOYKHOCTH JIOKAJIbHBIX U TJIO-
OanbHbIX cereil. OCHOBHBIM MPUHIMIIOM pabOThl CETEBOIO BHpYCA SIBISIETCS BO3MOKHOCTH CaMO-
CTOSITENILHO IepeaaTh CBOM KOJ Ha yJalleHHbIM cepBep wiM pabouyro craHiuio. «l[loaHoueHHbIE)
CETEBbIE BUPYCHI IIPU 3TOM 00JIaJJal0OT €LI€ U BO3MOYKHOCTHIO 3allyCTUTh Ha BBIIIOJIHEHUE CBOW KOJI
Ha y/aJeHHOM KOMIIbIOTEpE WJIM, [0 KpailHel mepe, «IOATONKHYThY MOJIb30BaTENs K 3allyCKy 3a-
paskeHHOTO (haiina.

BpenonocHeiMu nporpammamu, obecneunBatomumu ocymectsienrne HCJI, MoryT ObITh:

- IporpamMmbl 0100pa 1 BCKPBITUS MapoJieit;
- IIPOTPaMMBbl, peaTU3yIOIIHUE YTPO3bI;
- IIPOTrpamMMBbl, IEMOHCTPUPYIOLIUE HCIIOJIB30BAHUE HEACKIAPUPOBAHHBIX BO3MOXHOCTEH IpO-
TPaMMHOTO M TiporpaMmHo-amnmapatHoro ooecrneuenust MUCIT/Ix;
- IIPOTrpaMMbI-T€HEPATOPbl KOMITBIOTEPHBIX BUPYCOB;
- IPOrpaMMBbl, IEMOHCTPUPYIOIINE YA3BUMOCTH CPEJCTB 3alUThl MH()OPMAIUK U Ap.
BeposTHocTh peanusaiu yrpo3sl — MaJa0BepoOsSITHA.

2. Ucxoanblii ypoBeHb 3amuiennoctu UCIIIH

[Tox oOuIMM ypOBHEM 3alIUIIIEHHOCTH MOHUMAeTCs 0000IIEHHBIN MTOKa3aTeNb, 3aBUCSIINAN
OT TEXHUYECKUX M IKCIUTyaTalmoHHbIX Xapakrepuctuk UCIT/Ix (Y1),

B Tabnuie mpeacTaBieHbl XapaKTEPUCTHUKU YPOBHS cxoaHOM 3amuiieHHocty ans UCIT/Ta
OpraHu3aIuu.

Ta6mmma 1 — VicxoaHslid ypOBEHb 3alTUIIICHHOCTH

YpoBeHb 3alIMIIEHHOCTH
Ne TexHuueckue U HKCIITyaTalMOHHbIE TICTI TICT TICTI
/T XapaKTEPUCTUKU Ha__ Au__ A
1 | Ilo TeppuTOpHATIEHOMY Pa3MELICHUIO 0 0 0
2 | Ilo HaMM4MIO COETMHEHUS C CETSIMU OOIIEero 5 5 5
TI0JTb30BAHUS
3 | ITo BCTpOEHHBIM (JIETalbHBIM) OTIEPALIUSM C 0 0 0
3anmucsIMH 0a3 MepCOHABHBIX TaHHBIX




4 | ITo pa3rpaHUYeHHUIO JOCTyIA K MIEPCOHATBHBIM 0 0 0
JTAHHBIM

5 | Ilo Hamu4MIO0 COEMHEHUH ¢ APYyTUMH Oa3zamMu 0 0 0
[1J1a naeix UCIIdH

6 | Ilo ypoBHio (06e3nmmunBanus) I1/1xn 3) ) )

7 | Ilo o6bemy I1/1H, KOTOpPBIE MTPEIOCTABIAIOTCS 0 0 0
cropoHHUM Tonb3oBareasMm UCIT/IH 6e3 npen-
BapUTEJIBbHON 00paboTKH

3. BepositHocTh peann3zanuu YBII1n

ITon BEpOSITHOCTBIO peaan3aly yrpo3bl IOHUMAETCS ONpeNeNsIeMblii SKCIEPTHBIM ITyTeM
[I0Ka3aTellb, XapaKTepU3YOLINi, HACKOJIbKO BEPOSTHBIM SIBIISETCS peaan3alus KOHKPETHON yrpo-
3b1 Oe3onacHocTH [1J1H s UCTIJIH B CKiTabIBAaOIIMXCS YCIOBHSIX OOCTaHOBKH.

YucnoBoii koddpduimeHT (Y2) IS OIEHKA BEPOSTHOCTH BO3SHHKHOBEHHS yTPO3bI OINpeEJie-
asiercs 1o 4 BepOasIbHBIM I'pajlaliisiM 3TOTO MoKa3aTes:

- MaJIOBEPOSITHO - OTCYTCTBYIOT ~ OOBEKTHBHbIE NPEINOChUIKM ISl OCYILECTBICHUS
yrpo3sl (Y2 = 0);

- HU3Kasi BePOSITHOCTh - OObEKTUBHBIEC MPEANOCHIIKY AJIS peai3aluy Yrpo3bl CYLIECTBYIOT,
HO TIPUHSATBIC MEPbI CYLIECCTBCHHO 3aTPYIHSIOT ee peanu3zanuio (Y2 = 2);

- CpeAHssl BePOSITHOCTD - OObEKTUBHBIE NMPEANIOCHUIKU JUIsl PEAIU3aLUU YTPO3bl CYIIECTBYIOT,
HO TIPUHATBIC Mepbl o0ecriedenus 6e3onacuocty [1/IH Henocratouns! (Y2 = 5);

- BBICOKAsl BEPOATHOCTD - OOBEKTHUBHBIE MTPEANOCHUIKY JUIsl peas3alliy yrpo3bl CYLIECTBYIOT
U Mepbl 110 obecrieyenuro 6e3omacHoctu [1/1n He mpunsTh (Y2 = 10).

[Tpu o6paboTke nepconanbHbIX AaHHBIX B UCIIIH MOKHO BBIICIUTH CIEAYIOIINE YIPO3BI:

4. Pealu3yeMoCTh yIrpo3

[To uroram oneHku ypoBHs 3amuineHHOCTH (Y1) U BEpPOSATHOCTH peanu3anuu yrpo3s (Y?2),
paccunThiBaeTcsi KodduimeHt peanusyemoct yrpo3sl (Y) U onpeaessieTcs BO3MOXKHOCTh pPeaiu-
3anuu yrposbl. Koadduiment peanusyemoctu yrpo3sl Y OyneT OonpeaessThesl COOTHOUIEHuEeM Y =
(Y1 +Y?2)/20. Ouenka peanusyemoctu Y BI1/IH npencraBieHa B Tadiuie.

Tabmuua 2 — Peaniuzyemocts YBII/IH

Koadpdurment
G Bo3moxHOCTB

Tun yrpo3 6e3onacuoctu I1/1x peanu3yeMoCTi

peanu3anuu
yrpo3sl (Y)

1. Yrpo3sl OT yTeukH 110 TEXHUYECKUM KaHAJIaM.
1.1. Yrpo3bl yreukn akyCcTU4eCKol HHPOpMaIiu 0 HH3Kas
1.2. Yrpo3bl yTeuku BUAOBOM HHpOpMAIUU 0 HU3Kast
1.3. Yrpo3sl yreukn uapopmanuu no kanaiam [IDMHUH 0 HH3Kast

2. YTpo3bl HECAaHKITMOHUPOBAHHOTO JIOCTYIa K HHPOPMALIUH.

2.1. Yrpo3sl yHudTOKEeHUs, XulieHus annapatbix cpeacts UCIIIn nHocuTeneit nuadopmanuu
nyteM ¢usndeckoro gocrymna k anementam UCIIn

2.1.1. Kpaxxa [I19BM 0 HU3Kas
2.1.2. Kpaxxa Hocuteneil nunpopmanuu 0 HU3Kas
2.1.3. Kpaxka xiro4eit u aTpuOyToB JOCTYIa 0 HU3Kas
2.1.4. Kpaxu, Mmogudukanuu, yHUuTOXKEeHU HHPOopMa- 0 HU3Kast

017051
2.1.5. BeiBox u3 crpos y3noB [IDBM, kananos cBsizu 0,3 CpenHsist




2.1.6. HecaHKIIMOHUPOBAHHBIN JOCTYN K HHPOPMALIUU 0 HU3Kast
IIPU TEXHUYECKOM O0CITY>KMBaHUU (PEMOHTE, YHUUTOXKeE-
Hun) y3nos [I9BM

2.1.7. HecaHKIIMOHUPOBAHHOE OTKJIFOYEHUE CPEICTB 3a- 0 HU3Kas
U THI

2.2. Yrpo3bl XUIIEHUs, HECAaHKIIMOHUPOBAHHOM MOIM(UKALUK WK OJIOKMpOBaHMs HH(POpMALUU
3a c4yeT HecaHKUKHoHUpoBaHHOro foctyna (HCJ) ¢ npumeHneHrem nporpaMMHO-annapaTHbIX U
IIPOrPaMMHBIX CPEACTB (B TOM YHCIIE IPOrPaMMHO-MaTeMaTHUECKUX BO3ACHCTBU).

2.2.1. JlelicTBUS BPEAOHOCHBIX IPOrpaMM (BUPYCOB) 0,3 cpenHsis
2.2.2. HenexnapupoBaHHbBIE BO3MOXKHOCTH CUCTEMHOTO 0 HHU3Kas
10 u 10 st 06pabOTKM MEePCOHATBHBIX JAHHBIX

2.2.3. Ycranoska I1O He cBsI3aHHOT'O C MCIIOJTHEHUEM 0 HHU3Kas
CITy’)keOHBIX 00s13aHHOCTEH

2.3. YTpo3bl He IpeJHAMEPEHHBIX IEHCTBHI NOJIB30BATENEH 1 HApyILIEHUH Oe30macHOCTH PyHK-
nuonupoBanust UCITJIa u C3I1/IH B ee cocTaBe nM3-3a COOEB B MPOrPaMMHOM OOCCIICUCHHUH, a
TaK)Xe OT Yrpo3 HEAHTPOIIOT€HHOT0 (cOOEB amnmnaparypbl U3-3a HEHa/IEXKHOCTHU JIEMEHTOB, COOEB
JIEKTPOIIUTAHNUS) U CTUXUHHOTO (y1apOB MOJIHUH, [10’KapOB, HABOJHEHUH U T.I1.) XapakTepa.

2.3.1. Ytpara kitoueid u aTpuOyTOB J0CTyNa 0 HU3Kas
2.3.2. HenpennamepenHas Mmoaudukanus (YHUUTOXKe- 0,3 cpenHss
HUE) HHPOPMAIMH COTPYTHUKAMU

2.3.3. HenpegnamepeHHOE OTKIIOYEHHE CPEJICTB 3alUThI 0,3 cpenHsis
2.3.4. Beixop U3 CTpOs armapaTHO-MPOTPAMMHBIX 0,3 CpemHsis
CPEICTB

2.3.5. CO0if cuCcTeMBI AIEKTPOCHAOKEHHUS 0.3 CpemHsis
2.3.6. CtuxuiiHoe OelcTBrE 0 HU3Kas
2.4. Yrpo3bl IpeIHAMEPEHHBIX ICHCTBUI BHYTPEHHUX HApYUIUTENEH

2.4.1. Joctyn x uHpOpManu, MOAUDUKALIUS, YHHUTO- 0 HU3Kas
JKEHHE JIMI] He JOMYIIEHHBIX K ee 00paboTKe

2.4.2. Pazrnamenue nuapopmanuu, MoaupuKaIus, yHu- 0 HU3Kast
YTOXKEHHE COTPYIHUKAMHU JIOMYIICHHBIMH K €€ 00paboT-

Ke

2.5.Yrpo3bl HECAaHKIIMOHUPOBAHHOTO JIOCTYIIA MO KaHAJIaM CBSI3H.

2.5.1.Yrpo3a «AHanu3 ceTeBoro Tpadukay ¢ mepexBaTom 0 HU3Kas

nepenasaeMoit u3 MCII/IH u npuHMMaeMoi U3 BHELIHUX
cereil nHGopmanuu:

2.5.1.1. IlepexBar 3a nepenenaMu ¢ KOHTPOJIUPYEMOMN 0 HU3Kast
30HBI

2.5.1.2. IlepexBaT B mpejienax KOHTPOJIUPYEMOM 30HbI 0 HU3Kasi
BHEITHUMH HAPYIIATEISIMA

2.5.1.3.IlepexBar B npeaesiax KOHTPOJIUPYEMOM 30HBI 0 HU3Kast
BHYTPEHHUMH HAPYIIUTEISIMU.

2.5.2.YT1p0o3bl CKaHUPOBAHUsI, HAIIPABJIICHHBIC HA BBISB- 0 HH3Kas

JICHHE TUIIA UJIW TUIIOB MCIOJIb3YEMBIX ONEPALMOHHBIX
CHUCTEM, CETEBBIX agpecoB padounx cranuuii UCIIH,
TOTIOJIOTHH CETH, OTKPBITHIX MTOPTOB U CIYkKO, OTKPBITHIX
COEIMHEHUH U JIp.

2.5.3.Y1po3bl BBIBICHUS NApOJIEH IO CETH 0 HU3Kast
2.5.4.YTpo3bl HaBSI3bIBAHUE JIOKHOTO MAapUIPyTa CETH 0 HU3Kast
2.5.5.Y1po3bl NOJIMEHBI TOBEPEHHOTO 00BEKTA B CETH 0 HH3Kast
2.5.6.YTpo3bl BHEAPEHHUS JTIO)KHOTO 00BheKkTa Kak B MIC- 0 HH3Kast

II1H, Tak ¥ BO BHEIIHUX CETIX

2.5.7.Yrpo3sl Tina «OTKa3 B 00CIy)KUBAHUI 0 HU3Kas




2.5.8.Y1po3bl yAaJIeHHOT0 3ayCKa MPHJIOKEHUN 0 HU3Kas
2.5.9.Y1po3bl BHEAPEHHUS IO CETU BPEIOHOCHBIX MPO- 0 HU3Kast
rpamMm

5. OneHka OnacHoOCTH yrpo3

Ouenka omacHocTd YBII/[H mpou3BOAUTCS Ha OCHOBE OMpPOCa CHEHUAIHUCTOB IO 3AIIUTE
uH(pOpMaIIUK U ompeaesseTcs BepOaIbHbIM MMOKa3aTeJIeM OMAaCHOCTH, KOTOPBIA MMEET TPHU 3Haue-
HUSA:

- HU3Kasl OMACHOCTDb - €CJIM peajau3aius yrpo3bl MOXKET MPUBECTH K HE3HAUYMTEIbHBIM HEra-
TUBHBIM MOCJIEJICTBUSM JJIs1 CyOBEKTOB MEPCOHATBHBIX JAHHBIX;
- CpeHsisi ONMACHOCTb - €CJIU peaju3alus yrpo3bl MOXKET MPUBECTH K HETATUBHBIM IOCIEMI-
CTBUSIM JIJIs1 CYOBEKTOB MEPCOHAIBHBIX JTAHHBIX;
- BBICOKasl OMACHOCTb - €CJIM peaju3alys Yrpo3bl MOKET MPUBECTH K 3HAYMUTEJbHBIM HEra-
TUBHBIM TTOCJIEJICTBUSM JJIsI CyOBEKTOB MEPCOHATBHBIX JAHHBIX.
Ouenka omacHoctu YBIIJIH npencrasieHa Taduuiie.

Ta6mmma 3 — OmacHocts YBIIJIH

Tun yrpo3 6e3omnacuoctu [1/10 Omacrocts
YIpO3bl
1. Yrpo3sl OT yTeukH 110 TEXHUYECKUM KaHAJIaM.
1.1. Yrpo3bl yreukn akycTHueCcKol nHpopMaruu HHU3Kasi OaCHOCTh
1.2. Yrpo3bl yTeuku BUAOBOM HHpOopMauu HU3Kasi ONIaCHOCTh
1.3. Yrpo3s! yreuku uadpopmanuu no kanamam [[IOMUH HH3Kasi ONACHOCTH

2. YTpo3bl HECAHKIIMOHUPOBAHHOT'O JIOCTYINa K HHPOPMALIUH.
2.1. Yrpo3sl yHUUTOXKEeHUsI, XUleHus annapaTtHbix cpeactB UCIIIH HocuTenei nngpopma-
U nyTeM gusnyeckoro nocryna k snementam UCIIn

2.1.1. Kpaxa [19BM HH3Kasi ONACHOCTH
2.1.2. Kpaxxa HocuTeneil uHpopmanuu HU3Kasl ONAaCHOCTh
2.1.3. Kpaxa kmtoueit 1 aTpuOyTOB JoCcTyna HU3Kasi ONACHOCTH
2.1.4. Kpaxku, MoguuKamu, yHUITOKEHHUS] HTHHOPMAITHI HH3Kasi ONACHOCTh
2.1.5. BeiBox u3 ctpos y3nos [IDBM, kananoB cBsizu HU3Kasi OaCHOCTh

2.1.6. HecaHKIIMOHUPOBAHHBIN JOCTYN K MH(POPMAIUK ITPU TEXHUYE-
CKOM 00CITy’)KHBaHMH (PEMOHTE, YHUUTOKEHUN) y3510B [IDBM

2.1.7. HecaHKIIMOHMPOBAHHOE OTKJIFOUEHUE CPEACTB 3aILMUTHI CpEIHss OACHOCTD
2.2. Yrpo3bl XUIEHUS, HECAHKLIMOHUPOBAHHOW MOAU(UKAIINKN WU OJIOKUPOBAaHUS UHPOP-
MalliM 3a cueT HecaHKImoHupoBaHHoro aocryna (HCJl) ¢ mpuMeHeHrneM nmporpaMMHO-
anmnapaTHBIX ¥ MPOTPaMMHBIX CPEICTB (B TOM YHCIIE€ IPOrpaMMHO-MaTeMaTHYECKUX BO3/EH-
CTBUM).

2.2.1. JleficTBUs Bp€AOHOCHBIX MPOrpamMm (BUPYCOB) CPEXHsISl ONTACHOCTh
2.2.2. HenexnapupoBaHHble Bo3MOxHOCTU cucteMHoro [10 u I1O nns HU3Kast ONACHOCTH
00pabOTKH EPCOHATBHBIX JTAHHBIX
2.2.3. YcranoBka 10 He CBsI3aHHOTO C HCHIOJTHEHUEM CITYKEOHBIX 00s- | HHU3Kasi OMACHOCTb
3aHHOCTEN
2.3. Yrpo3sl He IpeIHAMEPEHHBIX JIEHCTBUH MOIB30BaTeNeH U HapyIIeHUH 0€30MacHOCTH
dbyaxkunonupoanus UCIIa u C3I1/IH B ee cocTaBe u3-3a cO0EB B IPOrpaMMHOM oOecIie-
YEeHUH, a TAK)KE OT YIrpo3 HEAHTPOIIOTeHHOTO (CO0EB arnmapaTypsl H3-3a HEHAIEKHOCTH dJ1e-
MEHTOB, COO€B IEKTPONUTAHMS) U CTUXUHHOTO (y1apOB MOJIHHM, T0KapOB, HABOJHEHUHN 1
T.1.) XapakTepa.

2.3.1. YTpara xitouei u arpuOyToB JI0CTyMNa HU3Kas OIIaCHOCTh
2.3.2. HenpennamepenHasi Monudukanus (yHUUTOKeHue) nadopma- CPEZIHsISl ONTACHOCTh




LU COTPYAHUKAMHU

2.3.3. HenpennamepeHHOE OTKIIFOYEHUE CPEJICTB 3aIUThHI

CpE€aHAA OITIaCHOCTH

2.3.4. BpIxoa U3 CTpOsl alnapaTHO-IPOrpaMMHBIX CPEACTB

CpCaHAA OTaCHOCTh

2.3.5. CO0ii cuCTeMBI AIEKTPOCHA0KEHUS

CpE€aHAA OITIaCHOCTH

2.3.6. Ctuxuiinoe OeICcTBUE

HHU3Kas OIIaCHOCTDb

2.4. Yrpo3bl IpeIHaMEPEHHBIX JEUCTBUI BHYTPEHHUX HAPYIIUTEIICH

2.4.1. Joctyn k uHbopMaryu, MoauduKaIys, YHUYTOXKEHNE JIUI] HE
JONYIICHHBIX K ee 00paboTke

HHU3Kas OIIaCHOCTb

2.4.2. Pasrnamenue napopManuu, MoaupuKaIus, yHUITOKCHHE CO-
TPYJTHUKAMU JOMYIIEHHBIMU K € 00paboTKe

HHU3Kas OIIaCHOCTb

2.5.prO3BI HCCAHKIINMOHHWPOBAHHOI'O AOCTYIIA 110 KaHaJIaM CB3H.

2.5.1.Yrpo3a «AHanu3 ceTeBoro Tpadukay ¢ IepexBaToM reperaBae-
Mot u3 UCII/IH n npuHrMaeMoii U3 BHENTHUX ceTel HHMOpMAaIIHH:

HHU3Kas OIIaCHOCTD

2.5.1.1. IlepexBar 3a nepejienaMy ¢ KOHTPOJIMPYEMOH 30HbI

HHU3Kas OIIaCHOCTDb

2.5.1.2. IlepexBar B npeaesiax KOHTPOJIUPYEMOM 30HbI BHEIITHUMHU
HapyIIUTEIIMU

HHU3KasA OIIaCHOCTb

2.5.1.3.1lepexsar B npesenax KOHTPOIUPYEMOM 30HbI BHYTPEHHUMU
HapYIIUTEISIMH.

HHU3Kasa OIIaCHOCTDb

2.5.2.Y1po3bl CKaHUPOBAHUS, HAIIPABJICHHbIE HA BBISIBJICHUE TUIIA WU
TUIIOB UCIIOIb3YEMBIX ONIEPALIMOHHBIX CUCTEM, CETEBBIX aIpPECOB pa-
6ounx cranumii UCI1/IH, Tononoruu cetu, OTKPBITHIX TOPTOB U
CI1y’K0, OTKPBITBIX COeAMHEHUH U Jp.

HHU3Kas OIIaCHOCTDb

2.5.3.¥Y1po3bl BBISIBICHUS HapoJied 0 CeTH

HHU3KasA OIIaCHOCTDb

2.5.4.Y1po3bl HaBsI3bIBAHKE JIOKHOTO MAPIIPYTA CETH

HU3Kas OIIaCHOCTD

2.5.5.Y1po3bl IOAMEHBI IOBEPEHHOTO 00BEKTA B CETU

HHU3Kas OIIaCHOCTDb

2.5.6.Yrpo3sl BHeApeHHs J0KHOTr0 o0bekTa kak B MICII/IH, Tak u BO
BHEIIIHUX CETIX

HHU3Kas OIIaCHOCTDb

2.5.7.Yrpo3bl Tuna «OTKa3 B 00CITy)KMBAHUN

HH3KasA OIIaCHOCTb

2.5.8.Y1po3bl yIaneHHOr o 3aIycKa IPUIOKEHUN

HU3Kas OITIaCHOCTD

2.5.9.Y1po3bl BHEAPEHHUS 110 CETU BPEAOHOCHBIX NTPOrpaMMm

HHU3KasA OIIaCHOCTDb

6. Onpenenenne akryajibHocT yrpo3 B UCII/In

B cooTBercTBUY C ITpaBUiIaMH OTHECEHHSI YTPO3bl Oe30macHOCTH K akTyanbHo, 1 UCITx
ONPENEIAIOTCS AKTYAJIbHBIE U HEAKTYyaJIbHbIE YTPO3BI.
Tabnuua 4 — IIpaBuna onpenenenus akryanbHoctu YBIT/IH

Bo3MoxHOCTE pe-
[Toka3zaTens OMMacHOCTH yrpoO3bl
ann3anuu
Bl

yrpos Huzkas Cpenusis Bricokas
Husxas HeaKTyaJabHas HeaKTyaJabHas aKTyajabHas
Cpensis HEaKTyaJabHas aKTyajabHas aKTyajabHas
Bricokas aKTyaJbHas aKTyaJbHas aKTyaJabHas
O4eHb BBICOKAS

aKTyajbHas aKTyajabHas aKTyajabHas

Or1eHKa aKTyaJIbHOCTH YTPO3 O€30MacHOCTH MPECTaBICHA B TaOIHIIE.



Tabmuua 5 — Axkryansaocts YBI1IH

Tun yrpo3 6e3onacHoctu [1)/IxH Onacrocts
yTpO3bl
1. Yrpo3bl OT yTEUKH 110 TEXHUYECKUM KaHAJIaM.
1.1. YTpo3bl yTeukH aKkycTU4ecKoil nHdopMaIiu HEaKTyaJbHas
1.2. Yrpo3bl yreukn BUAOBOM HHPOpMAITUN HEaKTyaJbHas
1.3. Yrpo3s! yreuku uapopmanmu no kanaram [IDMUH HEAKTYyaJIbHasl

2. YTpo3bl HECAHKIIMOHUPOBAHHOTO JTOCTyNa K MH(POPMAIIH.

UM 1yTeM Gu3udeckoro gocryna K snementam MCIJ

2.1. Yrpo3bl yHUUTOXKEHUS, XHIleHus anmapaTtHbix cpeactB UCIIJIH HocuTenei nadopma-

2.1.1. Kpaxa [19BM HeaKTyaJabHas
2.1.2. Kpaxa Hocureneit uHpopmanmu HEAKTYyaJIbHasl
2.1.3. Kpaxka kirodeit u aTpuOyTOB JOCTYIIA HEAKTyaJbHas
2.1.4. Kpaxku, MoguduKanuu, yHHUTOXKESHUS HHPOPMALIUU HEaKTyaJbHas
2.1.5. BeiBox u3 ctpos y3nos [I9BM, kananos cBsizu HEaKTyaJIbHas
2.1.6. HecaHKIIMOHMPOBAHHBIN JOCTYN K HH(OpMAIIK TPH TEXHUYE- HeaKTyaJlbHas
CKOM 00CITy’)KHBaHHH (PEMOHTE, YHHUTOKeHUH) y3510B [ID9BM

2.1.7. HecaHKIIMOHMPOBAHHOE OTKJIFOUEHUE CPEACTB 3aAILMUTHI HEakTyaJlbHas

2.2. YTpo3bl XUIIEHHUS, HECAHKITHOHUPOBAHHOW MOTU(BUKAIINH WA OJIOKMPOBAHUS HHPOP-
Malli1 3a c4eT HecaHKIuoHupoBaHHoro aocryna (HCJl) ¢ mpuMeHeHrneM nmporpaMMHO-
anmnapaTHbIX ¥ MPOTrPaMMHBIX CPEACTB (B TOM YHCIIE IPOrPaMMHO-MaTeMaTHYECKUX BO3/EH-

3aHHOCTEN

CTBUH).

2.2.1. JlelicTBUsI Bp€AOHOCHBIX POrpamMm (BUPYCOB) aKTyajbHas
2.2.2. HenexnapupoBaHHble BO3MOKHOCTH cucteMHoro 110 u I1O nns HEaKTyaJlbHas
00pabOTKH MEPCOHATBHBIX JTAHHBIX

2.2.3. YcranoBka [1O He CBSI3aHHOTO C UCIIOJIHEHUEM CITYKEOHBIX 0051- HeaKTyaJlbHas

T.I1.) XapakTepa.

2.3. Yrpo3sl He IpeJHAMEPEHHBIX 1eHCTBUI NOIb30BaTENEH 1 HapyILIeHUH 6€301MacHOCTH
dbyaxkunonupoBanus UCIIa u C3I1/IH B ee cocTaBe u3-3a cO0EB B IPOrpaMMHOM o0ecIie-
YEeHUH, a TAKXKe OT YIrpo3 HEAHTPOIIOIeHHOTO (CO0EB arnmapaTypsl U3-3a HEHAIEKHOCTH 3J1e-
MEHTOB, COOEB AEKTPONUTAHUS) U CTUXUHHOTO (y1apOB MOJIHMM, T0KapOB, HABOJHEHUHN 1

HapYyLHUTEISIMU

2.3.1. Y1para kimtoueii u aTpuOyTOB J0CTyNa HeaKTyaJbHas
2.3.2. HenpennamepenHast Moaupukanus (yHUUTOXKeHue) nupopma- aKkTyajbHas
LMY COTPYAHUKAMU

2.3.3. HenpennamepeHHOE OTKJIFOYEHUE CPEJICTB 3aIUThHI aKTyajabHas
2.3.4. Beixoa M3 CTpOsl allnapaTHO-NPOrPaMMHBIX CPEACTB aKTyaJlbHas
2.3.5. COoii CCTEMBI AIIEKTPOCHA0KESHUS HEaKTyaJIbHas
2.3.6. CtuxuiiHoe GesicTBUe HEaKTyaJbHas
2.4. Yrpo3bl IpeJHaMEPEeHHbIX ACHCTBUI BHYTPEHHUX HApYLIUTENIEH

2.4.1. loctyn k uHdopmanuu, MoaupuKalns, yHUYTOKEHUE JTUI] HE HEaKTyaJIbHast
JONYIICHHBIX K ee 00paboTke

2.4.2. Pazrnamenue uHGopMamuu, MoaupUKaIus, yHU4TOXXEHHE CO- aKTyaJlbHas
TPYZHUKAaMU JIOMYIIEHHBIMH K ee 00padoTKe

2.5.Y1p0o3bl HECAaHKIIMOHUPOBAHHOTO JIOCTYNA MO KaHajlaM CBSI3H.

2.5.1.Yrpo3a «AHanu3 ceTeBoro Tpaduka» ¢ nepexBaToM rnepeaaBac- HEeaKTyaJbHas
Mot u3 UCII/In n npuHrMaeMoii U3 BHENTHUX ceTell nHbOpMaIHH:

2.5.1.1. IlepexBar 3a nepeienaMu ¢ KOHTPOJIMPYEMOH 30HBI HEaKTyaJbHas
2.5.1.2. IlepexBat B npeenax KOHTPOIUPYEMOUN 30HbI BHEIIHUMU HEaKTyaJbHas




2.5.1.3.Ilepexsar B npesenax KOHTPOIMPYEMOM 30HbI BHYTPEHHUMU HEeaKTyaJbHas
HapYHIUTEISIMU.

2.5.2.Y1po3bl CKaHMPOBAHUS, HAIIPABJIICHHbIE HA BBISIBJICHUE TUIIA WIIN HeaKTyaJbHas
THUIIOB UCTIOIBb3YyEMbIX ONEPAIlMOHHBIX CHCTEM, CETEBBIX aJpEecoB pa-

6ounx cranumii UCI1/IH, Tononoruu ceTu, OTKPBITHIX MTOPTOB U

CIIy>k0, OTKPBITBIX COeIMHEHUH U JIp.

2.5.3.Yrpo3bl BeISIBICHUS TAPOJIEH MO CETH HeaKTyaJbHas
2.5.4.YTpo3bl HaBSI3bIBAHUE JIOKHOTO MapIIPyTa CETH HEaKTyaJbHas
2.5.5.YTp0o3bl IOAMEHBI IOBEPEHHOTO O0HEKTA B CETH HeaKTyaJbHas
2.5.6.Yrpo3bl BHeAPEHHs TOXKHOTO 00bhekTa kKak B UCITJIH, Tak u BO HEaKTyaJbHas
BHEIIIHUX CETIX

2.5.7.¥Yrpo3sl Tuma «OTKa3 B 00CITYKHBAHHUI) HeaKTyaJbHas
2.5.8.Y1rpo3bl yIaJIEHHOTO 3alyCKa MPUII0KEHU N HEaKTyaJbHas
2.5.9.¥Y1po3bl BHEJIPEHMUSI 110 CETH BPELOHOCHBIX ITPOrpaMM HeaKTyaJbHas

7. 3akiarouenue

bbun BBISBIIEHBI CIIEAYIOIINE AKTyaJIbHBIE YTPO3BI:
1) [leiicTBHsI BPEJOHOCHBIX IPOrpamMM (BUPYCOB)

2) Henpennamepennasi Moaudukanus (yHUUTOXKEHUE) HHOOPMALIUU COTPYAHUKAMHE

3) HempeanamepeHHOE OTKIFOUCHUE CPEIICTB 3AIUThHI
4) BeIX0/ U3 CTPOS armapaTHO-MPOTrPaMMHBIX CPEICTB

5) Pasrnanienue wHpoOpMaimu, MOAUGHUKALNS, YHHYTOKEHHE COTPYTHHKAMH, JOMYIICH-

HBIMU K €¢ 00paboTKe

I[J'ISI CHUIKXCHUA OIMAaCHOCTU peajin3alluv aKTYaJIbHbIX YBHHH PEKOMEHAYCTCA OCYHICCTBUTDH

CJIEIYIOIINE MEPOIIPUATHSL:

1) IIpoBectn o0y4eHHE COTPYIHUKOB, TOMYIICHHBIX K 00paboTke [1/IH mpaBunam obparie-

Hus ¢ [1JIH, TpeboBaHNAM HOPMAaTUBHBIX JOKYMEHTOB.
2) Pazpabotath uHCTpYKIMHU nonb3oBareneit ICI/IH.

3) CBOEBpEMEHHO MPOU3BOANUTEH MPOPHIAKTHUECCKOE 00CTYKMBAHUE TEXHUYECKUX CPEICTB

WUCTI/In.

4) Ipu pacummpennn 1 MonepHu3anuu MCII/IH yuuThIBaTh aKTyallbHOCTh BO3ZHUKHOBEHHS

yrpo3 6e3onacuoctu [1/1H.
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